
Abstract

Recently, adversarial examples have received extensive attention due to their 

excellent performance in revealing the model vulnerability. However, for most 

existing attacks, poor visual quality is usually introduced to the generated 

adversarial examples. Then, a novel adversarial example generation method 

based on adaptive visible watermarking is proposed in this work. A model-based 

attention map is utilized for visible watermark embedding, in which the 

watermark is just embedded into the visually insignificant image regions. 

Moreover, a gradient-based method is utilized to further improve the attack 

performance, in which the adversarial perturbation is concealed by the previously 

embedded visible watermark. Extensive experiments on ImageNet-compatible 

dataset show that, compared with some state-of-the-art works, the proposed 

method can achieve better attack while ensuring the image quality.
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To ensure the success rate of adversarial sample attacks while improving the visual quality of adversarial samples, when generating adversarial samples, we generate. As 

shown in Figure 2, the visible watermark is combined with the gradient attack to generate adversarial samples.

Our method integrates two key strategies for effective adversarial watermarking. First, the watermark is embedded into visually insignificant image regions identified by 

the model’s attention map. Moreover, during watermark embedding, the color of the watermark image is adaptively adjusted based on the background contrast. After that, to 

further improve the attack performance, a gradient-based adaptive perturbation is applied to introduce imperceptible adversarial noise. In this way, the perturbation is mainly 

introduced into the watermarking regions and it is well concealed by the embedded visible watermark. 

Figure 1 Adversarial images generated by MI-FGSM , MISPSO .
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Figure 3 Visualization of adversarial images generated by various attacks.
.

Table 1 Attack success rates (%) of different adversarial methods against 

target models. The best results are highlighted in bold..

Figure 2 The proposed framework. 
.

Motivation

➢ In recent years, the rapid development of adversarial samples has made deep neural 

networks very vulnerable. As a result, risks exist in all application fields of deep neural 

networks. Research on adversarial sample technology is conducive to improving the 

robustness of deep networks.

➢ The existing methods for generating adversarial samples ignore the visual quality of 

adversarial samples in order to increase the success rate of attacks. As shown in the 

figure 1, the visual quality of adversarial samples is poor.
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